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Abstract— This paper presents an original, comprehensive research-style study of wireless
networks, covering physical, MAC, and network layers; traffic and interference models;
reliability, latency, and energy trade-offs; and security and management considerations. We
develop simple analytical models to explain key phenomena and build small-scale simulations
to quantify capacity, throughput, packet delivery ratio, delay distributions, and energy use
across representative scenarios including Wi-Fi, cellular, and IoT/WSN. We synthesize
emerging directions (mmWave/sub-THz, massive MIMO, NOMA, RIS, 6G Al/edge, and
network slicing). Insights are distilled into design guidelines relevant to researchers and
practitioners.
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I. Introduction

Wireless networks underpin  modern connectivity across consumer, industrial, and
critical-infrastructure settings. Unlike wired links, wireless channels are shared, time-varying,
and interference-limited, which compels co-design across layers. This paper offers an original
synthesis that integrates core principles with new results from light-weight simulations. Our
contributions are: (1) a compact analytical framework that connects SNR, capacity, and
coverage; (2) reproducible experiments quantifying throughput, reliability, latency, and
energy; (3) a cross-layer perspective linking PHY/MAC/Network decisions to end-to-end QoS;
and (4) a curated discussion of near-term research directions with practical design guidance.
Il. Background and System Model

A. Channel and Interference Model

We model large-scale path loss with exponent n and log-normal shadowing, small-scale fading
as Rayleigh unless stated, and thermal noise NOB with bandwidth B. Aggregate interference is
approximated as Gaussian by central-limit arguments when many independent interferers
coexist. We consider single-cell and multi-cell settings, and for IoT/WSN we include
duty-cycled radios.

Received power: Pr(d) = Pt - Gt - Gr - (A/(4nd0))"2 - (d0/d)"n - Xo

SNR=Pr/(NOB), SINR=Pr/(l+NOB)

B. Traffic and Application Model
e Broadband flows (eMBB): steady or bursty high throughput.

e Low-latency control (URLLC): small packets, tight deadlines.
e Massive [oT (mMTC): sporadic, energy-constrained telemetry.
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C. Protocol Stack Assumptions
e PHY: OFDM, adaptive modulation and coding (AMC).

e MAC: CSMA/CA for Wi-Fi; scheduled/ OFDM for cellular.
e Network: shortest-path or geographic routing for multi-hop WSN/IoT.

I11. Analytical Baselines

Shannon capacity and outage approximations provide upper bounds and design targets. We use
them to calibrate simulations and to interpret results.
C=B"-log2(1 + SNR) [bits/s]

Coverage radius d* from SNR(d*) = ytarget = d* = d0 - ((Pt-K)/(ytarget NO B))"\(1/n)

Capacity vs SNR (B=20 MHz)
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Fig. 1. Shannon capacity versus SNR shows diminishing returns at high SNR.
Throughput vs Distance (Path Loss n=3.2, 20 MHz)
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Fig. 2. Modeled single-link throughput versus distance with AMC ceiling.
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PDR vs Node Count under CSMA/CA-like Contention

1.0}

0.8}
o
T
o
>
5 0.6
=
T
(]
g
S 0.4f
a.

0.2}

25 50 75 100 125 150 175 200
Active Nodes in 200mx200m Area
Fig. 3. PDR degrades with higher node counts due to collisions and backoff.
Latency Distribution under Two MAC Policies
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Fig. 4. Latency CDFs: aggressive policy reduces median delay but exhibits a heavier tail.
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Fig. 5. Energy grows with duty cycle; batching and short wake windows are beneficial.

IV. Simulation Setups

We design small, transparent simulations to highlight effects rather than to replicate a specific
vendor implementation. Table | summarizes PHY/MAC parameters, and Table |1 lists traffic

parameters for eMBB, URLLC, and loT scenarios.

Parameter Value
Carrier frequency 2.4 GHz
Bandwidth 20 MHz
TX power 20 dBm
Path-loss exponent n 3.2
Noise spectral density ~—174 dBm/Hz
Fading Rayleigh
MAC CSMA/CA (Wi-Fi-like) or scheduled
(cellular-like)
Table I. PHY/MAC parameters used across experiments.
Profile Packet size Inter-arrival QoS target
eMBB 1500 B Exponential, mean 5- | High throughput
20 ms
URLLC 64-256 B Deterministic, 1-5 < 1-5 ms tail latency
ms
mMTC/loT 32-64B Poisson, 1-60 s Multi-year battery
life

Table Il. Traffic models across scenarios.
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V. Results and Discussion

A. Capacity Scaling and Coverage

Fig. 1 quantifies the well-known logarithmic growth of capacity with SNR, emphasizing that
beyond ~20 dB, each additional 3 dB yields diminishing gains. Designers should therefore
prioritize interference management, smarter scheduling, and spectrum rather than solely
increasing power.

B. Distance-Rate Trade-off

Fig. 2 shows the rapid decay of rate with distance under realistic path loss. Practical systems
face AMC ceilings and non-idealities; cell splitting, beamforming, and relay/repeaters can
extend high-rate coverage while controlling interference.

C. Contention, Reliability, and PDR

As node population grows, contention and collisions rise, degrading PDR (Fig. 3). This
motivates adaptive carrier-sense thresholds, RTS/CTS, and traffic shaping. In dense IoT,
Aloha-like schemes underperform; slotted/scheduled access or group-based grants improve
reliability.

D. Latency Tail Behavior

Latency distributions are heavy-tailed under contention. The aggressive policy reduces median
latency but exhibits a worse tail (Fig. 4). URLLC designs must constrain tail risk via bounded
queues, prioritized scheduling, and admission control rather than median optimization.

E. Energy-Latency Trade-offs in WSN/IoT
Duty-cycling reduces energy but increases delays and potential losses. Fig. 5 indicates an
approximately linear energy growth with duty cycle under our workload; batching

transmissions, compressing headers, and selecting energy-aware routing further extend battery
life.

VI. Cross-Layer Design Guidelines
1. Prioritize interference management (directionality, scheduling) over brute-force power

increases.

Exploit diversity: frequency, spatial (MIMO), and temporal aggregation to combat fading.
Dimension for tail latency (99th/99.9th percentiles), not only median.

Use traffic classification and isolation (e.g., slicing, QoS queues).

Energy-aware MAC and routing for massive [oT, including wake-up radios where
feasible.

ok ownN

VI1. Security and Privacy in Wireless

e Threats: eavesdropping, jamming, spoofing, Sybil and wormhole attacks in multi-hop
networks.

e Mitigations: strong PHY/MAC authentication, frequency hopping/spread spectrum,
anomaly detection, key management suited to constrained nodes.

e Privacy: traffic analysis resistance, differential privacy for shared telemetry, on-device
learning to limit raw data exposure.
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VI111. Emerging Directions toward 6G
e mmWave and sub-THz for Tbps-class short-range links; blockage-aware beam tracking.

e Massive MIMO and cell-free architectures for uniform rate distribution.

e Non-orthogonal multiple access (NOMA) and rate-splitting for flexible multiplexing.
e Reconfigurable intelligent surfaces (RIS) to shape propagation and reduce dead zones.
e Integrated sensing and communications (ISAC) and joint radar-comm waveforms.

e Edge-native Al for prediction (traffic, channels) and closed-loop optimization.

¢ End-to-end network slicing with programmable data planes.

IX. Limitations and Reproducibility

Our simulations are minimal by design and do not capture hardware impairments, detailed PHY
waveforms, or full standards compliance. Nevertheless, the code-generated figures and
parameter tables enable reproduction and further exploration; the qualitative trends are
consistent with the analytical baselines and established theory.

X. Conclusion

We presented an original research-style paper that unifies fundamentals, compact analysis, and
reproducible experiments to explain performance trade-offs in wireless networks. The results
motivate interference-aware, tail-risk-minimizing, energy-sensitive designs and outline a
roadmap toward 6G capabilities. Future work includes full-stack emulation with
hardware-in-the-loop and validation in real-world testbeds.
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